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EXECUTIVE SUMMARY

The tragic loss of over 230,000 people in fourteenntries during the Sumatra Tsunami in

2004 and the thousands lost recently in tsunamtsva Chile in 2007, Haiti, Samoa, American

Samoa, and Tonga in 2010, and Japan in 2011 remfitve need for robust, reliable tsunami
warning systems, and other ocean observing systeatggive the international community a

deeper understanding our planet’'s oceans. Unaeisgour oceans is critical to protect people
from natural disasters and the impending challenf@schanging climate. Nearly 90 percent of
the world’s observing systems were installed attver Sumatra tragedy; this reports estimates
that nearly half of these systems have been vamthlor damaged (either intentionally or

unintentionally) in the last five years.

Many nations and the global community rely on adiggexpanding ocean observing network to
promote sustainable development and economic grawthnderstand global weather, climate
and ecosystems, and protect human life, commun#ies infrastructure threatened by marine
hazards such as storm surge and tsunamis. Vamdahsg negligent damage to moored ocean
observing systems takes many forms including shljisons, incidental damage (e.g., fouling
from fishing lines, nets or cables), direct ex@tdn of moorings as fish aggregation devices,
intentional damage from gunshots, and theft ofrersystems or the components and parts.
Unfortunately, the rate of damage is highest in lindian Ocean, with over half of the 36
tsunameters in the newly established Indian Oceamdmi Warning System and Adjacent Seas
network suffering damage in the last four years.

This damage results in the loss of invaluable dataearly warning systems and long term
climate observations and it doubles the budget esbdéor maintained these systems due to the
high cost of resulting repairs and replacement. @amaged ocean observing systems also
results in the loss of critical ocean data, degtadeather and marine forecast capabilities, and it
undermined confidence in and reliability of thertami warning system, which could result in
significant loss of life and property as well astty evacuations in response to false tsunami
warnings.

The United Nations, through UNESCOQO'’s Intergoverntae@ceanographic Commission (10C),
and the World Meteorological Organization (WMO),operates with member states to help
establish and maintain these systems, and recéiméyJnited Nations General Assembly has
called for policies and guidance to help prevend amnimize actions that often result in
extensive damage to these critical ocean obsenehgorks.

In 2009, the IOC Assembly, at its 25th Sessiowmpéetl Resolution 13 on Global Coordination

of Early Warning and Mitigation Systems for Tsunarand other Sea-Level Related Hazards.
The resolution called for an: (a) inventory andeasment of the problem of ocean observing
platform vandalism globally; (b) an assessmenhefimpacts of such vandalism, including on
the functionality of tsunami warning systems; (o¢ annual cost of ocean observing platform
vandalism to member States; and (d) recommenddion®C and Member State action.

Also in 2009, the UN General Assembly recognizeel pinoblem through the Resolution on

Oceans and Law of the Sea (64/71, para 172) anddbelution on Sustainable Fisheries (64/72
para 109); both called on States and appropriateadéhcies to take appropriate action to
address intentional and unintentional damage taroobserving systems.



In 2010 , the WMO 62nd Executive Council Sessionpaeld a declaration of concern (para
3.4.1.) about the significant occurrence of int@mil or unintentional damage to ocean
observing systems that urged Members to help p@muoderstanding of the impacts that
seriously undermine efforts to establish natiomal eegional ocean hazard warning systems and
to coordinate with relevant organizations to takeassary action.

Recently, regional fisheries management organizatiRFMOSs), in particular those that
manage tuna fisheries, have adopted measuresterpnooored ocean observing systems. The
RFMOs that have taken action are the Western anmtr&ePacific Fisheries Commission
(2009), the Inter-American Tropical Tuna Commissi@®10) and the Indian Ocean Tuna
Commission (2011).

This DBCP report recommends a nine point intéonat action plan to build our
understanding of this problem, mitigate the impatthuman communities, and promote public
education to protect ocean observing networks amd suman lives.

 Recommendation :1Improve the ocean observing platform design tokenanore
impervious to damage and install other mechanisnm®dvent access to the individual
buoys.

» Recommendation: Redesign networks and their operations to proravtédance.

» Recommendation:3Jpgrade network operations to improve their akality

 Recommendation:4Promote improved data exchange and network opdition in the
Indian Ocean Tsunami Warning System that will d&hlenough redundancy to provide
warnings even with outages.

 Recommendation :5Encourage nations to recognize the issue of maplatform
vandalism and develop, harmonize, and coordinatiitets to protect ocean observing
systems.

 Recommendation:6Call on Fisheries Management and Regulatory Bothedevelop
measures and strategies to help mitigate the datoagmean observing systems.

 Recommendation :7Develop more reliable and consistent methods aintaining
records about vandalism that can be cross-refedleand analyzed to understand the
global costs of the problem.

 Recommendation:8Encourage States party to the Law of the Sear€dion to use this
legal instrument to promote protection of oceareoliag networks.

» Recommendation:9Expand international education and outreachotb bmphasize the
importance of ocean observing systems and how emergan help protect these systems
from vandalism and negligent damage.

This report is being released following the extdiwarily destructive Tohoku tsunami of Japan.
Though the human and economic loss assessmentasarending, many lives were saved
because of robust Japanese and international oobaarving systems and exceptional
preparedness programs that resulted in immediatencmity response and evacuation.

The nine recommendations underscore that natisoalami warning systems and community
response are dependent on fully functioning natiama regional tsunami observing systems
that are not compromised by ocean observing systbatshave been rendered inoperable by
vandalism or negligent damage.




1 PREFACE

Thousands of marine observing platforms have begfoged to record and report a wide range
of sub-surface, surface and atmospheric conditionthe world’'s oceans, coastal seas and
internal waterways. The data from these platfoaghgance scientific research, support weather
and marine forecasts, and aid climate modelling@ediction. They aid ocean-based transport
and commerce, help warn against ocean-borne hazardsupport sea rescue missions.

All types of ocean data buoys are subject to indigleor deliberate interference, damage or
theft, collectively termed “vandalism”. Vandalisny dishermen is the greatest source of
equipment and data loss in all three ocean bashes.consequences are particularly serious for
high-value moored ocean platforms. Examples (withasts in US$) include:

 The US weather and ocean buoy network sufferedvarage of 11 incidents per year
over the five years to 2008, with incident ratesréasing. In 2008, there were 16
vandalism-induced buoy failures from a populatibd@ buoys, with a direct restitution
cost exceeding $2.3m.

* Over a nine month period in 2008, 18 TAO statianshe Tropical Pacific went offline
due of vandalism. Annual direct restitution costsed $1m, and the vandalism rate is
increasing.

* The Indian Ocean tsunameter networks have suftered30 vandalism incidents in four
years. Over half the stations have been affectbd. direct costs of restitution exceed
$3.5m. Cumulatively, vandalism outages have exaté8estation-years.

« Over a 12 year period, many data buoy retrievalshan Indian meteorological and
oceanographic buoy network were in response toatema.

The continuing toll of vandalism inflicts highereating costs and erodes value and community
benefit from the derived scientific knowledge amalvices. At its worst, it threatens the very
sustainability of some major observation netwodtssubstantial parts of them.

This report presents a perspective of the incidemceconsequence of vandalism, with a focus
on the experience of the larger international netecdor which consolidated records are
available. It also discusses strategies that coetilice the incidence or consequence of
vandalism, for action by network designers, proddewelopers, national operators and
regulators, and by the international community. M/hechnology-based defensive strategies
such as platform hardening and network redundarasie thad most impact to date, future
progress will hinge on achieving behavioural chaingie fishing community. That will require

a more cohesive, multi-tiered response.

2 BACKGROUND AND AUDIENCE FOR THIS REPORT

In October 2009, UNESCO’s Intergovernmental Oceeaqaiyic Commission (IOC) adopted
Resolution XXV-13, in relation to the Global Coardtion of Early Warning and Mitigation
Systems for Tsunamis and Other Sea-Level Relatedrds. That Resolution:

Instructs the International Tsunameter Partnership and tECH) in coordination with
JCOMM, to prepare a report for the TOWS-WG and IE0& their next meetings, on ocean
observing platform vandalism that includes:



* an inventory and assessment of the problem of oodaerving platform vandalism
globally;

e« an assessment of the impacts of such vandalisnyding on the functionality of
tsunami warning systems;

» the annual cost of ocean observing platform vasgato Member States;

* recommendations for IOC and Member State action.
This report is prepared in response to that Resolut

3 INTRODUCTION

3.1 Scope and Growth of Marine Observing Networks

The access to stored, regularly reported or rea-tinformation from a variety of marine
platforms is increasingly important. It supporte tefficient conduct of marine-based and
terrestrial economic activity; the understandingglafbal weather, climate and ecosystems; and
the protection of communities, infrastructure oviesnments threatened by marine hazards.

The number of such platforms deployed for sectaralional or global purposes has expanded
greatly over the last decade, as has the open mgehaf marine data via the WMOQO’s Global
Telecommunications System (GTS). In October 20&US-reporting platforms numbered
around 1,550 drifting buoys and 480 moored buoygulfeé 1], and 3,200 Argo profiling floats.

August 2010
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& ThLY (13 @ S0UTH HOREAT) & UNKNOWN (1) I BRERLLIS 15 B GREECE(Y) M APAN(IT) A () T UNKRDN (1)
& CANADA [3) & JARAMN (8] SRR {1 B CANADA 45} B moa W SOUTHEOREAG) M USAASCINE(D jcommeps
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Figure 1. Drifting and Moored Buoys Transmitting on the GTS, Aug. 2010
[Source: DBCP web site http://www.jcommops.org/dbcp/

In addition, 50 tsunami monitoring buoys currerttignsmit data via the GTS [Figure 2], and
over a dozen others report to local warning centréise Indian Ocean.
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Figure 2. Tsunameter Stations Reporting on the GTS — Oct 2010
[Source: www.ndbc.noaa.ggv

Of the global networks, the greatest recent expansas been in moored ocean platforms. Two
thirds of the world’s moored buoys and 90% of tsneters have been installed in the last five
years.

3.2 Terminology

In this report, the term “vandalism” will be usadaccord with its established use in the ocean
observing community, i.e. to refer to interferendamage or theft to observing platforms by
human action, whether that action is unknowingidiectal to reckless activity, or malicious.

In common English use, “vandalism” implies wilfulyalicious or ignorant destruction or
damage, but it carries a connotation of intentiateahage. Some consider vandalism to be an
unfortunate word choice, because its negative datina risks alienating all members of the
fishing community, including those who may causedge unwittingly.

A Tsunameter is an ocean observing platform dedigm@etect Tsunamis. In its most common
configuration, it comprises sea-floor, sub-surfan®] surface elements. The sea-floor elements
include a bottom pressure recorder to detect Tsunawves. The data are normally transmitted
to the surface buoy through acoustic telemetry. Jimgace moored buoy is used essentially to
transmit the collected observations in real-time \8atellite. Operational networks of
Tsunameters contributing to Tsunami early warniggtesns are needed to collect data at a
regional scale.

3.3 Scope of Ocean Platforms Surveyed in this Repor t

While wilful or accidental damage affects all clkes®f marine observing platforms, this report
concentrates on high value moored observing plagoft does not treat the lower-cost but more
numerous populations of drifting buoys or Argo jdinog floats.

-11 -



Further, no analysis will be made of vandalism @ifey the wide variety of observing platforms
in coastal waters or enclosed seas. Many of thresm@ependently operated by regional or local
authorities, or by commercial enterprises, rathamtby national or international consortia.
These platforms typically have a much greater sgtetion with the recreational and economic
uses of local waters. Accordingly, they are expdasethore varied patterns of vandalism, with
more varied consequences. Regulatory, surveillaara enforcement regimes applicable to
vandalism are also highly localised, and recordgofdalism are less consolidated.

The report concentrates on the long-term experi@idte high-value networks of the large
equatorial moored buoy arrays in the Pacific, Ataand Indian Oceans, and the more recent
experience of the expanded tsunameter networlseifPaicific and Indian Oceans. While these
don't represent the full suite of data buoy appilices, or even of moored buoy applications, they
do characterise the vandalism problems in somén@ftore problematic ocean basins. They
also have reasonably consolidated records of vema@hcidence and consequence.

The stations in the focus networks typically operat challenging conditions at relatively
isolated sites. Their establishment and sustaineesits are substantial. Their service mission is
typically global or cross-national, and they arpmarted through multi-national contributions.
Deployment sites are commonly in international wsater at the fringes of national EEZs,
exposing them to vandalism from citizens of co@sttheyond that of the station’s host.

The report references vandalism experiences beffomdocus networks, where consolidated
records or corroborating examples exist. Thesdiig in other ocean basins, or buoys serving
other applications, e.g. national meteorologicalybetworks or discrete research platforms.

4 FORMS OF VANDALISM AND MOTIVATION

4.1 Forms of Vandalism

Vandalism of ocean observing platforms takes mamgng. Many are connected with fishing
activities in the vicinity of the moorings, primgrin pursuit of tuna. Surface buoys act as fish
aggregation devices, attracting fishing operatimnthe vicinity of the buoy. This increases the
incidence of direct contact with fishing vesselsl amew, and events such as vessel impact,
entanglement of fishing gear, malicious damagethefd.

Examples of vandalism include:

e Ship impact damage:

- Buoy equipment and structures are damaged by stppdts, either accidentally,
or through reckless vessel operation in the vigiaitthe buoy. [Figure 3]

* Incidental, unknowing damage:

- Fishing lines or nets cause fouling of mooring dire damage to underwater
cables, sensors or underwater communication traessluincluding the severing
of cables and mooring lines. [Figures 5-9]

- Vessels tie up to surface buoys as temporary asabosafe havens. This can
drag stations off their anchor points, over-stms®ring lines, and damage buoy
superstructure, antennas and sensors. Evidencesctiora neighbour vessel
reports, and from the remnants of thick lines ows$exrs attached to the buoy.
[Figure 10]

-12 -



« Damage from direct exploitation of moorings as fgfgregation devices:

- Fishing vessels tie up to the surface buoy, orchtseparate fish aggregation
devices [Figure 4], causing damage referred to @bov

- In “sling-shot” purse seiner fishing, the surfaec®y is deliberately dragged from
its location and released, with nets set to caisih that follow the buoy as it
returns to its undisturbed position. This can str@eorings, damage sensors and
superstructure, shift the mooring location or causering breakage.

« Intentional or malicious damage:

- Surface buoys suffer intentional damage to supentre, solar cells, antennas
and sensors.

- Mooring lines are cut to release entangled fislgegr or nets, causing separation
of the surface buoy. [Figures 13,14]

- Gunshot damage has been noted on some buoys (ThOaradian networks).

e Theft:

- Surface buoys have suffered theft of removable iphlsnfrastructure, cables,
sensors and solar cells, through to entire elecsgoayloads, or removal of the
entire surface buoy. [Figures 11,12,15-21]

4.2 Motivation

The motivation for much fishing-related vandalisrciear, and is related to the value of moored
platforms as fish aggregation devices. Keen enduimy fishing crew about station locations
has been noted at the time of new deploymentsshsrinen seek to identify fresh assets that
might advantage their business. The economic @b for deliberate cutting of moorings to
free entangled fishing gear is also clear.

The motivation for the theft of buoys or componestprobably more varied. While the ocean
platforms are high-value integrated systems, tiger market for such specialised integrated
platforms. Their individual components (materiaiglar cells, specialised sensors, batteries, etc)
would generally not attract prices that would watridne cost of special missions aimed at theft.
Other than platforms located in areas close toeshmrclose to regularly trafficked transit lines,
much of observing platform theft is likely to beresult of incidental or opportunistic contact
with fishing vessels. Nonetheless, it is cleanmfn@ports by Japan (JAMSTEC), the US (PMEL
and NDBC) and India (NIOT) that raiders do comeppred with specialised tools to remove
fixtures that have been attached using “vandabtasi” hardware.

5 INCIDENCE AND DISTRIBUTION OF VANDALISM EVENTS

5.1 Historical Recognition of Vandalism Problem

Vandalism has been a problem since the establishofiesubstantial ocean observing networks
in the late 1980s. At its Paris meeting on NovenieR7, 1998, the IOC-EC passed resolution
EC-XXXI.4 - “Support of Efforts to Reduce Vandalism of OcearggraEquipment at Séa
concerning a proposal to be presented to the ‘didressing the problem of vandalism of
ocean buoys by fishing vessels, and encouragingbpppte action by the competent bodies.”

-13 -



Vandalism has regularly attracted attention at mmgstof the JCOMM Data Buoy Cooperation
Panel, particularly with respect to the internatibnsupported platforms in the tropical Pacific,
Eastern tropical Indian, and equatorial Atlantice@as, but also with national networks of
meteorological and oceanographic buoys in thosemegsuch as those operated by India and
Brazil. For example, India’s National Institute @€ean Technology (NIOT) has for many years
reported serious vandalism losses to their moovegdin the Arabian Sea and Bay of Bengal.

Vandalism was discussed at the first meeting of MO Akureyri, Iceland, 19-29 June 2001.
JCOMM recommended Member States

0] to contact their respective Hydrographic Serviaeseinforce the message in the
"Hydrogram™"and to ensure that it is reissued as often aslgessi

(i) to develop, if possible, tamper proof designs fam\bsystems;

(i)  to design a warning system in the event any datgdwere intentionally damaged;
and

(iv)  to take legal steps nationally to limit acts of dalism within their territorial seas
and Exclusive Economic Zones.

More recently, the newly established deep oceanatsu monitoring networks in the Indian
Ocean have been severely impacted by vandalism. nBeel to broaden the national and
international response to vandalism was raisedinvitie IOC Intergovernmental Coordination
Group for the Indian Ocean Tsunami Warning andddiion System (IOC ICG-IOTWS). In its
5" meeting in Putrajaya, Malaysia in April 2008, tH€G-IOTWS passed resolution
ICG/IOTWS-V.3 urging Member States tpromote awareness and explore possible means to
reduce the intensive and ongoing vandalism on ts@ter buoys.”

5.2 Evidence of Vandalism

Physical examination of recovered stations proveledence of structural damage, fishing gear
entanglement, theft, mooring and cable cuts, ars$eletie-ups (through remnants of tow or
attachment lines). In some cases neighbour stspreations, including photographic or video
records, confirm the conduct of fishing operationsthe vicinity of stations, or active
exploitation of the mooring for “sling-shot” purseiner fishing.

Fishing vessel operations in close proximity to nedoocean buoys has also been substantiated
through fishing vessel location transponders.

In other cases, especially for cases where thastbuoy goes adrift and is lost, or when the
point of mooring failure is not recovered, theiatition of the loss to vandalism may be inferred
from indirect evidence. This evidence can incluéeords of abnormal mooring stress or
stretching or anchor displacement; patterns ofostadata stream failure; and mooring breaks
occurring early in the life of a new station inogadtion of low physical stress.

On some occasions, stolen surface buoys have trked by their GPS location reports as they
are transported on the decks of vessels.
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Figure 5. Fishing Line Entanglement -
Subsurface Current Sensor (TAO Buoy)

Figure 4. Fish Aggregation Device Attached to a
TAO Buoy

Figure 7. Modem Cable Damaged by Fish Net
Entanglement - Indian Tsunami Buoy

Figure 6. Fishing Line Entanglement of Mooring
(Indian Ocean)
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Figure 8. Tuna Fishing Gear Entangled on ATLAS ~ Figure 9. German (GITEWS) Tsunami Buoy
Mooring (Indian Ocean) Fouled with Fishing Nets off Indonesia

Figure 11. TAO Buoy Showing Damage from
Figure 10. Tow Lines Attached to Recovered Removal of Components
Surface Buoy

Brazilian PIRATA
Buoy showing
component removal

Figure 12. Brazilian PIRATA Buoy (ATLAS)
Showing Component Removal

Figure 13. Cut Mooring Line on “Conehead”
Anti-vandal Trial Mooring: Indian Ocean
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Figure 14. Cut Cable — Indonesian Tsunameter
Figure 15. Theft of Met Sensor and Electronics

Payload — TRITON Buoy

Figure 16. Australian Tsunameter - Stolen Figure 17. Indian Tsunami Buoy — Stolen
Superstructure and Electronics Payload Superstructure and Electronics Payload

Figure 18. German GITEWS Tsunami Buoy —
Stolen Superstructure and Buoy Payload

e

Figure 19. Broken and Stolen TRITON Tower

Figure 20. Indonesian Tsunami Buoy Recovery Figure 21. Stolen TAO Buoy in Costa Rica
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5.3 Sources of Vandalism Records

While the incidence of vandalism across the glabapparent in both open-ocean and coastal
networks, only a few highly-impacted networks hasstablished consolidated records of
vandalism events, supported by analyses or repoftsey include the tropical moored buoy
arrays (TAO/TRITON, PIRATA and RAMA), the tsunameteetworks supporting the tsunami
warning systems in the Indian Ocean and the Pa0ifiean, and the tsunameter networks in the
Caribbean and Western Atlantic.

In addition to the TAO tropical moored buoy arraydahe US-operated tsunameter networks,
NOAA'’s National Data Buoy Center (NDBC) maintaiasrecord of vandalism across an
operational network of 114 Weather and Ocean Rlago(WxOP) in its coastal and inland
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Figure 22. Domestic and International Moored Buoy Networks Supported by NDBC

In preparing this report, representatives of agemoperating prominent national networks were
canvassed, including the UK, Canada, Brazil andeK@nd Japan. These inquiries resulted in
discrete records of illustrative events, or repartslow vandalism experience, rather than
consolidated records from which causes, incidendecasts of vandalism might be inferred.

Other records of specific events are reported uinnal articles or conference presentations from
time to time, and may be reported by the media vessociated with visible service failures.

India (NIOT) has for many years reported a sigaifiiclevel of damage to its large national
meteorological and oceanographic moored buoy né&svor the Bay of Bengal and in the
Arabian Sea. Its more recent experience with it'oonal tsunameter network was taken to be
representative of that longer term vandalism pattand well characterised with respect to types
of vandalism, costs of restitution and records @fise disruption. So the Indian tsunameter
network record, as part of a larger IOTWS experemas used for the analysis in this report.
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For the purposes of this report, the experiencenational networks, including the well

characterised US coastal and internal waters nksvare of secondary importance. Their
vandalism experiences have local service impaethighly influenced by localised conditions,
domestic offenders, local regulatory or enforcememtironments. They are therefore more
amenable to local remedies and responses.

The major tropical moored buoy arrays and the icerpanded tsunameter networks represent
genuinely communal networks of international scale cross-national impact. Placed for the
most part in international waters, they are alsorembeavily exposed to vandalism from
international sources, requiring responses at bational and international levels.

While some vandalism records and analyses are sibteescompiling a consistent, multi-year
data set that can be aggregated at regional onattenal scale is not straightforward. Different
approaches to data collection, event charactesisaind impact assessment are apparent
between countries, between custodial agencies rwighicountry, and over the term of a
network’s life. The DBCP could be a valuable fopaint for improving the uniformity of data
collection and for standardising on such analysdsture years.

5.4 Focus Networks for Analysis

5.4.1 Tropical Moored Buoy Arrays

Global Tropical Moored
[ I | l 1\
{. TRITON ' ot

e

Buoy Array
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Figure 23. Global Tropical Moored Buoy Array (December 2010)

The Global Tropical Moored Buoy Array is the coresitu observing system of the tropical
ocean mixed layer and air-sea interface. Major ammepts include the TAO/TRITON array in
the Pacific, the PIRATA in the Atlantic, and RAMA the Indian Ocean. [Figure 23]

The tropical moored buoy array contributes to tHeb@ Ocean Observing System (GOOS),
Global Climate Observing System (GCOS), and théb@8l&arth Observing System of Systems
(GEOSS). The array provides measurements that elyigpmplement satellite and other in-situ
components of these global observing systems.

Data from the tropical moored buoy arrays are Mitalthe understanding and prediction of
complex phenomena with broad geographic influendt timescales that are intraseasonal-to-
decadal and longer. These include:

* El Nifio/Southern Oscillation and its decadal motlakain the Pacific
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* The meridional gradient mode and equatorial warenesin the Atlantic
e The Indian Ocean Dipole
* The seasonal cycle, including Asian, African, Aakan, and American monsoons

« The intraseasonal Madden-Julian Oscillation, whodlginates in the Indian Ocean but
affects all three ocean basins

* Trends that may be related to global warming.

In 2000, the TAO array became the TAO/TRITON armaith sites west of 165E occupied by
TRITON (Triangle Trans Ocean Buoy Network) buoysimained by the Japan Agency for
Marine-Earth Science and Technology (JAMSTEC). THeO/TRITON array is currently
supported by the US (NOAA), Japan (JAMSTEC), witlditional contributions from France
(IRD).

The TAO tropical moored buoy array in the Pacifice@n has 55 surface buoys and four
subsurface buoys, abutting the TRITON network ostedions in the Western Pacific.

The PIRATA array in the Atlantic and the RAMA arraythe Indian Ocean now number some
50 moorings, both surface and sub-surface.

5.4.2 Global Tsunameter Networks

There are two major tsunameter networks:

* the arrays of DART™ and DART-derivative stationgporting the tsunami warning
services in the Pacific, Caribbean and North-westg¢lantic; and

« the more diverse set of national networks estaddish the Indian Ocean and in adjacent
seas.

In suitable locations, countries including Japamad and Cyprus have deployed cabled ocean-
floor networks that are less susceptible to vasdali

5.5 Vandalism Rates in the Focus Networks

5.5.1 Vandalism in the TAO/TRITON Array

In discussing challenges for the Global Tropical dveml Buoy Array, [Ref 9] states that
"vandalism by fishermen is the greatest source mfigment and data loss in all three ocean
basins”.

The array with longest experience and records ofdaism is the TAO/TRITON array,
established between 1985 and 1994. The TAO aremyestablished as a research network by
NOAA'’s Pacific Marine Environmental Laboratory (PME and has recently been operationally
transitioned to the NDBC. Its relatively long opérg history provides an indication of a
relatively “steady state” or statistically stabistdbution of vandalism events.

Vandalism was recognized as a significant problemmfthe inception of the TAO network. The
record of the GOOS/GCOS meeting in Nov 1998 [Reidkd thatthe buoys vandalized most
often in the TAO array are those towards the easterd western ends, nearest to land, where
fishing activity is concentrated (especially thesteen end, which is home to the world’s largest
tuna fishery).” It also noted thatATLAS buoys deployed in the South China Sea were
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sabotaged within weeks'with only one of three stations deployed by Taiwa that region
surviving for more than two months. The recordhe TAO Implementation Panel meeting in
1998 [Ref 3] noted that three TAO sites in the WestPacific were at that time unoccupied
under a moratorium imposed in response to repdistadg vandalism.

PMEL analysed TAO vandalism events from 2000 — 2@Qiring the time of its custody of the
network. Figures 24 and 25 illustrate PMEL’s aseyover that period of the incidence of
vandalism in the network (number of moorings anisees damaged or lost) and the geographic
distribution of lost or damaged moorings. Ovett fheriod, approximately one in eight mooring
deployments across the network were in respongartdalism.

Number Number Number Percent Percent

Deployed Lost Damaged Lost Damaged
Moorings 493 34 27 7% 5%
Wind 597 122 32 20% 5%
Air Temperature 565 64 10 11% 2%
Short Wave Radiation 195 B | 16 16% 8%
Rain B Pk | 46 28 14% 9%
Barometric Pressure ag 22 24% 0%
Long Wave Radiation 65 17 26% 8%
Water Temperature 5423 >436 ~8%

Figure 24. Analysis of TAO Array Vandalism Events 2000 — 2007
source: [Ref 5]
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Figure 25. Record of Vandalism Resulting in Mooring Loss for TAO Array, 2000-2007
source: [Ref 5]

NDBC has analysed the TAO results since taking pgrational custody of the TAO network
[Ref 1], and concludes that vandalism rates hageeased in the last decade. Between October
2007 and June 2008, 18 TAO buoys in the TropicaiflfaOcean went off-station due to
vandalism.
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The table in Figure 26 is an excerpt from the Idgvandal activities recorded by the TAO

program during service cruises in May-June 2009f th@ 21 buoys visited during this

period, nine buoys exhibited some forms of vandaljse. line cut, hawsers, longline gear, and
missing equipment). Over 40% of the buoys visitethat cruise were affected.

Station TAO Network - Items Found Vandalized During May-June 2009 Service Cruise

8N-155W Subsurface temp sensor lost. Cuts in the Nilspin mooring segment.

5N-155W Hawser attached to buoy. Wind sensor damaged

2N-155W Hawser attached which cut SSC cable. Cuts in the Nilspin. Subsurface temp sensor lost

2S-155W Large amount of long liner gear. Subsurface temp sensors lost. Buoy hull was flooded.

5S-170W Buoy 8NM off station. One third of the tower ring was missing.

2S-170W Fishing gear in mooring. Subsurface temp sensors missing.

5N-170W Wind & Tube Damaged. Marker buoy inside toroid. Fishing gear around mooring.

8N-180 Long line gear wrapped around all sub surface sensors. Two subsurface temp sensors lost.

8S-180 Subsurface temp sensor & Wind sensor missing. Hawser attached to buoy with a fishing
float hanging off bridle.

Figure 26. Stations Found Vandalised in 21-Buoy TAO Service Cruise May-Jun 2009

The TRITON array in the tropical West Pacific andstern Indian Oceans, operated by

JAMSTEC, has a similar history of vandalism. Thegfrent detachment or theft of observation

instruments has been noted in journal papers aofitgmional conferences. [Ref 3] refers to

sensors being frequently detached and stolen iresan@as. It reports 16 cases of damage to
buoy towers and eight of theft of communicationteanas between 1997 and 2004. Figure 15
shows a TRITON station with stolen meteorologicatiuments and surface buoy electronics.

JAMSTEC has made product modifications, mainly paishardening of surface buoy and its
instrumentation superstructure, to counteract ilsrdaResponses include the down grading of
the meteorological sensor packages on at leastmmwing in the eastern Indian Ocean, to
mitigate against equipment loss. Those modificetibave been successful in reducing the
incidence of certain types of vandalism, but wasktaues on further equipment modifications.

5.5.2 Vandalism of PIRATA and RAMA Arrays

RAMA has a design target of 46 stations. Nearly @@#e now been established, with support
from the U.S., Japan, India, Indonesia, Francen&€hand nine east African nations. PIRATA
has 17 permanent sites and four flux referencs,stt@intained by France and Brazil.

The RAMA network has been significantly impacted \mndalism, and one RAMA status
report recognized thatthe greatest impediment to (RAMA) implementation assuming
resources and ship time can be found, is vandabigrfishing vessels.”

The first-established RAMA moorings in particulasperienced high levels of vandalism, with
station occupancies measured in weeks and mofitzen 2004-2007, PMEL reported that four
of the first 11 RAMA moorings were “lost” due tondalism, with exposed (attractive) surface
sensors experiencing combined loss or damageiragesess of 50% - Ref [4].

The PIRATA array has also been subject to vandalBanly in the life of PIRATA, in 2000,
vandalism forced the decommissioning of two site2°al and 2°S along 10°W, in the Gulf of
Guinea region, reducing the planned size of theyaat that time.
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5.5.3 Vandalism in Pacific, Caribbean and NW Atlantic Teameter Networks

The tsunameter networks serving the Pacific, Caabband North-western Atlantic warning
services comprise some 47 stations operated by 8#e Chile, Australia and Russia. Without
the complex suite of surface and subsurface sefigesto the tropical moored buoy platforms,
tsunameter vandalism impacts primarily on the ebeits or communications equipment of the
surface buoy, and on the mooring line.

These networks have been less severely affectedagalism than the IOTWS network, but
vandalism does impact on both network operating @od on station data availability.

The network operating agency, NDBC, has analysatibst damage and data outage incidents
attributable to vandalism over the years 2006-20DQie to the remoteness of buoy locations
and the difficulty in getting vessel support for-laat responses, it is difficult to gather
conclusive data on the causes for the buoys gainff.dn some cases, evidence may never be
recovered, or may only be recovered a year or nafter the event, during subsequent
maintenance missions.

Of the fourteen buoys that went adrift between 2808 2010, the majority have not yet been
recovered. Five (see list in Figure 27, locatiangigure 28) have been confirmed to be due to
vandalism. A further ten are presently categoraedbeing “Lost” or adrift due to an unknown
cause. Some of these may also be caused by vamndali

Station Date Failed Cause
42408 01/23/08 Cut
21417 08/22/08 Cut
42408 12/11/08 Cut
41420 10/7/09 Cut
52404 19/10/09 Cut

Figure 27. Confirmed Vandalism-caused Tsunameter Mooring Failures (US) 2006-2010
“Cut” moorings may be deliberately severed, or the result of fishing gear entanglement
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Figure 28. Locations of DART Stations Adrift through Cut Mooring Lines, 2006-2010
(Caribbean station 42408 vandalised twice)

-23-



The recent (2010) study by the US National Rese@uwhncil into US tsunami warning and
preparedness [Ref 6] makes reference to interferdrmm long line fishing activity and
vandalism as one contributor to mooring line andybfailures, but targets platform reliability as
the primary area for improvement for these networks

Apart from its impact on the operational tsunametgworks, vandalism has also been reported
to interrupt the trial of new tsunameter technatsgby PMEL. At the Tsunami Hazard
Mitigation Steering Group Meeting in April, 1999) California, Dr Eddie Bernard (PMEL)
reported an instance of a trial station being vasela just three months into the trial.

5.5.4 Vandalism in Indian Ocean and Adjacent Seas Netwsrk

For the tsunameter networks in the Indian Ocean ajdcent seas, vandalism has been of
enormous consequence. The International TsunarRetenership has compiled a consistent
multi-national record of vandalism events, cosid @mmpacts for this region. Figure 29 shows the
mooring sites so far affected by vandalism.

O Station Deployment Site
® Vandalised at Least Once

Figure 29. I0TWS Tsunameter Sites with at Least One Vandalism Event (2006-2010)

Thirty one events were recorded from November 2006ctober 2010. That number would be
higher were it not for many sites in the Indianweek being temporarily vacated for much of
2009/10, while buoys were re-designed without soddls, to reduce their vulnerability.

The most affected networks were those of Indiagtedia and the German-Indonesian GITEWS
network. These figures reflect both the relativenbers of moorings in these component
networks, and their exposure to fishing operatiarthe waters adjacent to Indonesia, in the Bay
of Bengal, and in the Arabian Sea.

The annual incidence of recorded vandalism evenghown in Figure 30. Of the 31 reported
vandalism events, nine events were experience@0i and in 2008, when the IOTWS network
comprised around 20 deployment sites. Approximgatalf of the recorded events resulted in
the loss or theft of a surface buoy, or the tdtafttof the electronics payload from the surface
buoy.
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Some IOTWS tsunameter sites have already been abadds practical locations, because of
the high incidence of vandalism. One Indian stationthe Bay of Bengal suffered four
successive vandalism incidents with intervals ditde as two-to-three months between station
restoration and the next vandalism event. Two Imd&ations in the Arabian Sea were
vandalised less than a month after their restordtiom a prior vandalism event. At one time,
five of the six deployed Indian tsunameters wepsred to be dysfunctional due to vandalism.

2006 2007 2008 2009 2010 (to Oct.) TOTAL

Vandalism Events 1 9 9 7 5 31

Figure 30. Recorded IOTWS Tsunameter Network Vandalism Events
(NOTE: low rate in ‘06 due to very few deployed stations; in ‘09 and ‘10 by a depopulated Indian Network)

Unlike the longer term records for the TAO/TRITONags, it is not yet possible to infer stable
rates of vandalism for the IOTWS “network of nabnetworks”. The IOTWS network has not

yet reached its designed spatial coverage, andt d&man vandalism responses, technical
development issues have led to some mooring séexdeft unpopulated for long periods.

Nonetheless, unless the recent pattern of vandaismoderated by buoy developments and
some changes in deployment sites, annual vandateties comparable to those so far
experienced could be expected as the multi-nati@BWS network builds towards 30 stations
by the end of 2011.

Unlike the large and relatively homogeneous tsutemeetwork in the Pacific Ocean, the
IOTWS network is composed of a heterogeneous miat déast eight platform types, sourced
from six suppliers. Many of these systems are omtgntly emerged, or are still emerging from
a research and development stage. In this corttexthigh incidence of vandalism has had a
two-fold impact. Not only has it resulted in a hidgfudget impost and warning service
impairment, but the remedial workload has been pmtdistraction from necessary technical
and operational developments, and from efforteture global data exchange.

5.5.5 Vandalism in US Weather and Ocean Buoy Network

The extensive US weather and ocean buoy networ&rexes significant levels of vandalism.
NDBC reports that the network has seen 54 docurdetdses of vandalism in the last five
years, with vandalism rates increasing dramaticallgr the past few years. Sixteen buoy
failures were attributed to vandalism in 2008, asra network of 109 buoys, almost half of
which were mooring failures.

[Ref 1] summarises the contribution of vandalisnaftmbserved network failures in 2008 to be:

 Mooring Failures: Out of a total of 19 mooring failures, eight weaéributed to
vandalism (likely or confirmed mooring line cut).

* Mechanical damage to superstructureThree of the 6 structure damages were likely
the result of collision or pulling on super-strugtu

* Physical damage to electrical components/cable®ut of 11 failures due to electrical
component damage, 3 were likely or confirmed resaflivandalism.
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* Physical damage to critical sensorsTwo of the 24 failures due to critical sensor
damage were confirmed to be due to vandalism.

5.6 Vandalism in Other Networks

Other significant marine observation networks ideluhe Canadian weather and marine buoy
network operated by Environment Canada, India’svok of meteorological and oceanographic
buoys operated by NIOT, and smaller networks opdréily South Korea, Japan, Brazil, and
various European countries. In addition to majatianally-supported networks, there are a
great number of observing platforms deployed ami@pendently operated by local authorities,
research institutions or commercial entities. Thase mostly concentrated in near-coastal
waters. This report makes no attempt to estaldtislvandalism profiles for such networks.

Canada Environment Canada operates 45 moored buoys€imMNorth Pacific, North Atlantic,
Great Lakes, and other inland waters). There haea la small number of cases where mooring
lines on NOMAD buoys have been cut by fishing vissging to recover their nets and gear,
but vandalism has not been a significant issu¢hi®iCanadian network. As a consequence, they
do not maintain a systematic record of the incigermost or impact of vandalism events.
However, Environment Canada reported sporadic émt&l of all types of vandalism on its
inland waters and ocean moored buoy networks, dnaf

« damage due to vessel tie-ups including damagetemaas and sensors, or compromise
of water seals leading to failure of electronicglpads and batteries

» cutting of mooring lines on its NOMAD buoys to rase entangled fishing gear
» wilful theft of sensors and navigation lights

* some damage to solar panels and surface buoyftartsgun shots.

Environment Canada reported replacement costsgasalsi $50,000 per mooring, excluding the
cost of the “significant” ship time to recover ttefting buoys. (Environment Canada receives
ship time at no cost from the national Coast Guartt) response to the loss of moorings,
Canadian buoys have been redesigned to includeedaangd heavier gauge chain between the
buoy and the mooring rope. No mooring losses haea loecorded since this change.

India. The agency responsible for the operations ofalsdmoored buoy network of 12
meteorological and oceanographic observation sstidIOT, has for many years reported a
high incidence and cost of vandalism to its netwarkthe Bay of Bengal and in the Arabian
Sea. Apart from official records, the matter of dalism has received public media attention.

UK and Europe. Vandalism has not been reported as a signifiseotilem for the UK network
of 11 moored buoys, or for other moored buoy netean near-European waters.

Brazil. Brazil substantiated specific vandalism eventsmtiored buoys. These events included
sensor damage and theft, towing of a surface baogiog incidental damage to electronics
payloads through breach of water seals, and tliefhe surface buoy, which was subsequently
recovered by the Brazilian Navy. Replacement paoiss in excess of $20,000 were noted for
one event, excluding costs of spares held in stock.

Asian Region With respect to the various national coastala@am networks in the seas to the
south-east and east of Asia, especially the SotthaCSea, vandalism is known to have had a
significant impact over many years. There are ranlable consolidated records that are suitable
for analysis. Records are anecdotal, or specifiigorete events. The GOOS/GCOS Meeting in
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Nov 1998 [Ref 2], for example, records an obseovatly one representative tHad prevent
vandalism of SEAWATCH buoys off Vietnam, they havee protected by the Vietnamese

Navy.”

6 VANDALISM CONSEQUENCES — DIRECT AND INDIRECT COST S

6.1 Putting a Price on Vandalism

Among the obvious costs of vandalism are the tdagiguipment and labour costs to detect,
diagnose and restore damaged systems; indire asstciated with diverted resources; and the
costs arising from the loss or degradation of ols@n data and its derived services. Other
costs lie in the expense of equipment vandal-pngofand of sustaining networks that require
additional redundancy to cater for practical lexa#lstation or sensor outages.

Vandalism erodes a system’s cost-benefit propesiiom both the cost side and the benefit
side. The substantial cost of defending againstiaiem and of restoring vandalised stations
adds to network establishment and sustainment.costshe same time, unless networks are
fully resilient to equipment outages (itself a cbatden), the consequential data losses and the
degradation of derived services subtract from #meeht delivered to the community.

Numerous national and international studies haws Imeade of the economic value of seasonal
and climate forecasts, and of tsunami forecastd,dbpend in part on ocean observations. It is
not uncommon for those studies to arrive at tralsggé economic benefit figures. It is not
practical for this report to trace the cost of datss from vandalism through that whole value
chain. For the purposes of this report, the sinfplat-line cost of vandalism to the network
custodians (or “investment managers”) is sufficiefbat front-line cost may be crudely
estimated by applying the % of vandalism-inducediat outage time, or data loss, to either the
establishment cost (investment value) of the ndtwor to the network’s annual operating
expenses.

An additional, less tangible, but not necessaghslimportant cost, is the potential erosion of
public or political confidence and support. This ¢hreaten long term sustained investment in
observation networks exposed to vandalism, witteeqnence to the services are reliant on the
observational data.

The full impact of vandalism cannot be counted ssmiall of the above elements are recognized.

6.2 Towards a Consistent Costing Framework

To assess the global or regional impact of vanahales consistent cross-national framework for
cost attribution is desirable. Constructing a frauoek is not simple because:

* Network operators have different approaches tordieg events, maintenance costs,
vessel costs and staff costs. These are alsocsubjdocal accounting and costing
practices, and, for the purposes of aggregatioex¢thange rate variations.

* Vandalised equipment may be directly replaced,eaovered items may be repaired.
Many agencies capture the direct equipment costsndit all capture records of labour
costs for internally performed repairs, logisticsressel operations.
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» Vessel operating costs in particular are treatednistently, because:

« Data loss and service impact costs are difficulbssess across the spectrum of data
applications. These span real-time tsunami or reahazard warnings, near-term and
seasonal weather and ocean forecasts, climate drecompilation, rescue-at-sea

Vessel hire may be “free” to an operating agenasgugh no-cost services from

agency-owned vessels or ships provided by othegrgovent agencies.

Other agencies acquire vessels through commercéater, or assign a cost for

the use of government-supplied vessels.

The cost of a vandal response mission may be diffio isolate when it is

combined with a multi-station maintenance voyage.

operations, and scientific research.

« The impact and length of data outages or serviggadations depends on network

topology and redundancy, and priorities for servesgoration.

* The exact date of a vandalism event and its cosisimpact may be masked by other
causes of equipment malfunction, especially withit®logy that is not fully mature.

e Events such as surface buoy loss or mooring breakaght not be able to be attributed

unequivocally to vandalism, as evidence can noagdvbe retrieved.

To compile meaningful, cross-national records afidadism rates and costs, the International
Tsunameter Partnership (ITP) developed a survegltoit information from IOTWS tsunameter

network operators. The records solicited throunghsurvey are shown in Figure 31.

Q

o

FOR EACH STATION

A consecutive set of vandalism event records from the time of station establishment, for each confirmed
or suspected event

FOR EACH ASSUMED OR CONFIRMED VANDALISM EVENT

Date of confirmed or suspected vandalism event
Date on which station {or component part) was returned to service
Description ofthe damage or loss
Likely / suspected cause of the damage
Confirmation (Y ES/NO) of phetegraphic evidence
Estimated cost of equipment replacement or repair
o Costs ofreplaced or repaired eguipment

o The duration and cost/day of special {(unscheduled) sea-going missions, or of extensions
to scheduled maintenance missions, to rectify vandalised stations

A narrative providing some further explanation or comment

An optional narrative ofthe operational impact of the vandalism outage

Figure 31. Structure of IOTWS Tsunameter Vandalism Survey

While the survey framework is not comprehensived aesponses in some areas reflected
significant national differences in costing praesicthe survey responses do allow a level of

critical analysis of data across multiple countrigfe results are presented below.
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7 COST ANALYSES — TAO AND TSUNAMETER NETWORKS

7.1 Cost parameters applicable to all networks

The TAO and IOTWS tsunameter networks are quitdeint in their scale, vandalism
exposure, platform maturity, and data applicatidssnetheless, a model of vandalism impact
and cost can be assembled using the following patens

* incidence - rate of vandalism: # of events per,yaad as % of network size
« (average) rectification cost per event and totalah cost

* impact on unattended working life of platform

* observation data loss attributable to vandalism

« direct and indirect service consequences (wherarepp)

* public and political visibility / sensitivity

* incidental or intangible costs or impacts.

7.2 10TWS Tsunameter Network Vandalism Cost

7.2.1 Equipment Restoration Costs

The ITP vandalism survey of IOTWS nations and aji@geagencies spans component networks
operated by Australia, Germany, India, Indonesialdylsia and Thailand. From October 2006
through to September 2010, thirty one vandalismmesveere recorded.

The treatment of equipment, vessel and labour cemtied between survey respondents. To
aggregate these costs onto a total regional vamdalost, normalised figures were applied for
station costs, platform life and some associatetiscdJsing conservative assumptions, the total
direct cost of IOTWS vandalism between 2006 andO2@&l estimated to be in excess of

US$3.4m, or around $110,000 per event.

The following cost breakdown applies (all cost$Ws):

* The network-wide “direct” cost of materials or rapément parts was around $2.9m.
This represents an average “per-event” cost ofaqmately $95,000.

* Associated labour and vessel operating costs (wiete significantly under-reported,
and not fully recorded*) were in excess of $450,00is represents $15,000 per event,
and a collective labour effort of between 2-3 pergears*.

*NOTE: These figures are clearly an under-estimfatethe following reasons:

- Ship charter is treated by some operating agemsid®ing at no extra cost when
a vandalism response is combined with a schedu&dtemance voyage, whether
or not that voyage has been brought forward to nmestvork restoration
priorities, or extended to cater for buoy recovany restitution.

- Labour effort associated with fault detection, diagjs, procurement, logistics
management, event communications, repair, testimg zessel missions is
included at a token level only. It is subject ttufe refinement.
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Vessel operating or charter costs are commonlyddartake up nearly half of the sustainment
budget for non-coastal moored buoy networks. Tigisré is supported by the experience of the
US and Australian tsunameter networks, and by NBBEsting of the vandalism in its
domestic weather and ocean buoy network. Applyimsg ratio to the IOTWS network would
suggest the combined vessel-plus-labour costs@dWS vandalism responses to be of the
order of $100,000 per event, in addition to thedtiexpenses of equipment replacement.

7.2.2 Effective Cost - Loss of Service Benefit (Data Lpss

Over the four year period from 2006-2010, the abiNe data loss due to vandalism exceeds 18
platform-years. This might have been less hadgiatfreplacement not been delayed while anti-
vandalism modifications were underway. But it atsay have been higher, had the number of
active stations increased as planned towards nketesign levels during this time.

Tsunami warning systems informed by deep ocearesehobservations help protect lives and
economic assets during damaging tsunami eventsy @ help avoid false alarms or

evacuations, that themselves can cost lives ansecaubstantial economic loss. Analyses of
specific events in Hawaii, for example, [Ref 7} dlustrative:

e The estimated cost of an unnecessary tsunami ev@cu@m Hawaii in 1994 was
approximately $30 million in business disruptionsl @ther costs.

* In November 2003, the availability of live data rfrotsunameters enabled the
cancellation of a warning in similar circumstanc@giding an unnecessary evacuation,
and realising an estimated cost saving of arou@dngilion.

For the purposes of this report, in the absencanoéconomic model for warning centre cost
benefit, a simple approach has been taken to dstitha loss of benefit arising from a station
outage:

» The platform outage period is taken as a percentdgbe useful service life of the
platform, during which no value is being receivezhi the investment in the station.

Applying this to a notional investment cost (equgmhacquisition and deployment, with no
accounting for network operational expenses), vilsrdanduced data outages can be assessed
to be around $3.2m over the four years from 200B320This represents approximately
$100,000 per event. A more sophisticated assessmwenld see this figure increase
substantially.

7.2.3 Service Degradation or Failures (non-economic)

The non-functioning tsunami warnings can resulth@ potential loss to human life. Warning

centres are equipped to issue the best availalnhaits warning and forecast information, based
on pre-computed forecast models and whatever ohis@nvdata is available at the time. The
absence of sea level observation data from anpstat group of stations will not impede the

issue of warnings, but may compromise the qualitjocecasts, or the timeliness of forecast
revisions, including warning cancellations.

Tsunameter networks are tested against simplerpexfoce criteria:

«  When it mattered (during a tsunami threat) did kbg early warning station(s) deliver
trustworthy, real time sea-level data to warningtees?
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» Did the network as a whole (in conjunction with @thnon-tsunameter sources) deliver
enough data for the progress of the tsunami tdfbetevely monitored and predicted?

Three particular events in the Indian Ocean ilktstrthe potential for vandalism to seriously
impair a warning service:

* In late September, 2010, nine tsunameters in tA&®O network were out of service due
to vandalism, and eleven were reported to be fanati

e Within a period of 12 months around that time, drtealnamis, or damaging localised
tsunamis were triggered on 30 September 2009 (Badarpril 2010 (Sumatra), and on
25 October (Mentawai), all off Indonesia. Eachladde events had the potential to be of
much greater regional consequence, capable ottinfli damage in multiple neighbour
countries within a few hours.

* While the handling of tsunami warning during thesents was not highly dependent on
interpretation of tsunameter data, with just slightifferent earthquake sources any
number of the tsunameter sites in the network cbiale been be tested as front-line,
early-warning data sources. Whether or not vanaaiimpacted the forecasts for the
above event, the real test will be the next evemd, the one after.

In future, warning centres will make more effectivge of tsunameter data, assimilating real-
time tsunameter data into the forecast model agdimleami event unfolds. Other sea-level
observation systems, such as coastal tide gaugespot effective for this purpose. When such
capability is taken up by warning centres, tsunamsburces will become more critical to the
warning process.

7.2.4 Public and Media Visibility and Attention

Tsunami events are unpredictable, and have thaefmtéor community impacts within minutes
of an originating earthquake. With regular tsunéimeats in the Indian Ocean, the function of
the IOTWS is regularly and randomly exercised. Témlts are visible to host governments, to
the public, and to local and international mediae Tpublicity attached to the large public
investment in warning systems in the region addkitoscrutiny.

The fact of ocean platform vandalism and its cotioecwith warning system function has
received media attention. Media articles noted ltss of the US-donated DART™ buoy in
Indonesian, and an Australian tsunameter in thean@cean. In December 2009, the Times of
India published an article titletPlundering of Tsunami Buoys Weaken Alert Mechahism
More recently, after the October 2010 Mentawai &uonin Indonesia that claimed hundreds of
lives, reports that a vandalised tsunameter wasnaapy contributor to warning failure were
widely published [Figure 32], even though the vdisdaassertion was later refuted.

The cost of vandalism, and the potential for compse to public warnings, exposes tsunami
warning systems and tsunameter technology to negptiblic messages and political impacts.
This presents a risk to public and political coafide in tsunami warning systems, and support
for sustaining the observation networks over theglderm. This would be an unfortunate
outcome, since tsunameter-based sea level measieeare unique in their capacity to record a
clean tsunami wave profile that can be assimilatedreal-time forecast models.
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“Tsunami buoys vandalised before disaster”
ABC News (Australia) 29 Oct

“$1m tsunami warning buoys victims of vandals”
(Australian) Sydney Morning Herald QOct 29, 2010

'No alert' in Indonesian tsunami”
BBC News Asia-Pacific 27 October 2010

“Indonesia's Tsunami Warning System Failed Because of Vandalism”
Aol News www.aolnews.com 27 October 2010

“No warning came ...., system had been ‘vandalized’”
www.inquisitr.com 27 Oct 2010

“Indonesian tsunami warning system 'had been vandalised'
web forum 28 October 2070

Figure 32. Examples of Media Attention to Vandalism — Mentawai Tsunami Oct 2010
(Vandalism claim was subsequently refuted)

7.2.5 Diversion of Specialist Resources

For the IOTWS in particular, a significant consemgee of vandalism has been the diversion of
human effort and other resources from the task@FWS warning system establishment.
Special expertise is required to develop and depdoypameters, to integrate their data into
national and international warning centres, anthémage and sustain operational networks. In
most countries this expertise is confined to atirely small group of specialists within
government agencies.

Response to the high levels of vandalism in theW@T networks has significantly diverted
scarce engineering and technical resources. Elffast been applied to detect and diagnose
vandalism events, to procure new equipment and rralteto perform additional repairs, to
conduct tests, to organise and staff extra vessekioms, and to handle the ancillary
communications and record keeping at times of nédwdisruption. In some countries,
substantial effort has also been directed to egeminmredesign to reduce tsunameter
susceptibility to vandalism.

This vandalism-directed effort diminishes the dffamnd expertise available for network roll-out,
technical troubleshooting and warning system irgeggn work, during a vital period of warning
system establishment. In particular, the followiagpects of IOTWS warning system
establishment have suffered:

* Technical development and technical stabilisatibmew platforms has been slowed,
with vandalism diverting engineering effort fromchudevelopment, and in some cases
prematurely terminating equipment trials or tests.

« Progress towards standardised international dathagexje has been impeded. This has
affected both ends of the data exchange transaeti@mbbing effort from the technical
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work to facilitate standardised data exchange fitoenplatform, and suppressing warning
centre “pull” demand for data sources whose penscs is uncertain.

« The development of network monitoring and qualjtstems has been slowed.

* Planning for future sustainability at national aedional scales has been deferred.

A less conspicuous consequence of IOTWS vandaksits impact on the motivation and job
satisfaction of tsunameter network developers gretaiors. They have expressed frustration at
the impact of vandalism personally, and profesdignan IOTWS meeting forums. They
typically feel deep personal concern and respadlitgifor impacts to warning services.

7.2.6 Network Topology and Redundancy

The spatial design of the IOTWS tsunameter netvimckrporates some level of redundancy at
both national and regional scale. This helps swmistairning system performance when not all
stations may be functional. This redundancy isatral response to long station restoration
times that rely on expensive and schedule-congtlairessel operations. The high impact of
vandalism on IOTWS station availability increaske heed for network redundancy, with its
additional operating and sustainment costs.

The IOTWS tsunameter network topology, includinguedancy provisions, will need to be
revisited in the near term as the networks emexge the establishment phase and face longer-
term sustainability challenges. While it is beydhd scope of this report to address network
redundancy principles and impacts, it is criticathportant to reduce the level of vandalism so
that future network optimisation of performancesilience and sustainment cost can be
delivered, at both national and regional scales.

7.3 US-Operated Tsunameter Network Vandalism Cost

7.3.1 Equipment Restoration Costs

The most typical expression of vandalism on tsurtareeoperated by the US is a severed
mooring resulting in an adrift surface buoy, althlouhere have also been likely cases of surface
buoy theft. For these incidents, NDBC estimates tha replacement cost for a lost buoy,
inclusive of vessel time, may be as much as $315,88pending on the location of the station.
With five confirmed buoys lost to vandalism in 20@8d 2009, plus other buoy losses in 2008
that are plausibly due to vandalism, prospectivedaism costs over those two years could be
well in excess of $2m.

Assuming these two years are representative ofpaated pattern of vandalism, annual
vandalism restoration costs of at least $1m arieated.

7.3.2 Effective Cost - Loss of Service Benefit (Data Lpss

With an annual network-wide maintenance voyagetithe-to-restore a vandalised stations will

average six months. Assuming only two vandalisran&v per year across the network, data
outages attributable to vandalism would equatentosiation-year, or a loss of investment value
from around 2.5% of the network. With an annuatywoek-wide sustainment cost in excess of

$10m, the loss of service benefit due to vandalismld be equated to at least $250,000 per
year.
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7.4 TAO Network Vandalism Costs and Impact

7.4.1 Equipment Restoration Costs

[Ref 1] presents estimates of vandalism costs & WS weather and oceans observation
network, and in the TAO array. It reports that the nine months from October 2007 to June
2008, 18 TAO buoys in the Tropical Pacific Oceantvedf-station due to vandalism”

NDBC estimates the financial cost to the U.S. Gorent (NOAA) for this vandalism to be
roughly $1 million annually.

7.4.2 Effective costs — Loss of Service Benefit (Data £)ps

The TAO/TRITON network is critical in the monitogrand prediction of El Nifio or La Nifia
phenomena. It provides multiple data streams fax s operational applications, such as
Numerical Weather Prediction, and for a range adrgidic studies, including climate research.
Unlike the tsunameters, which must deliver a singdéable observation stream, there is less
immediate impact of isolated sensor losses or sirgghtion outages in the TAO/TRITON
network. However, substantive loss of TAO/TRITONtad@aan impact seasonal and climate
prediction. That in turn affects productivity, renes, and employment in a wide range of
climate-sensitive industries and sectors, includiggculture, tourism and commercial fishing.

The quality performance target for TAO is 80% nekvaata availability. A rough order
estimate from NDBC is that vandalism contributesoatinuous 15% to 20% impact to TAO
product quality. Taking this as a first-order estte of the investment loss due to vandalism,
and apportioning that across the annual TAO netvogirating costs, the annual vandalism-
induced service loss for the TAO/TRITON networlofghe order of $2m.

7.4.3 Service Degradation or Failures (non-economic)

A 2009 paper on the Global Tropical Moored BuoyarfRef 9] noted that significant TAO
data drop-outs;symptomatic of vandalismhad occurred during the development phase of that
year’s El Nifio. This loss of data, aggravated logduction in ship time to service the array, was
indicated to have compromised scientists’ abildyaiccurately describe the evolution of the
event and to predict its further evolution. Thiscamstance was also the subject of a media
article (refer below).

7.4.4 Public and Media Visibility and Attention

Inevitably, simple negative messages, such as aingasystem failure or loss of publicly funded
assets find ready media exposure. Vandalism prevédeh an opportunity for such negative
messages, which promulgate more vigorously thax geovs.

Because of the less direct connection betweenatatalerived public services, vandalism on the
TAO / TRITON network does not attract the same ll@feritical media and public attention as
for the warning-critical tsunameter networks. Whgueh attention is given, it is typically via a
scientific media source, with limited exposure, anth more direct reliance on source material
from the specialists or scientists connected wiid network. One example is the article by
Nature News [Ref 10], with the headlifiBuoy Damage blurs El Nifio Forecasts'The article
focused on the uncertainty in the 2009 El Nifio ¢dast as a result of lost data due to buoy
damage in the TAO array, alluding to prospectiveage from vandalism.
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7.4.5 Diversion of Specialist Resources

As with the IOTWS tsunameter network, vandalism actp on the workload of specialist
engineering, technical and scientific staff. Indpiso, it impedes progress on platform and
program improvements.

7.5 US Weather and Ocean Buoy Network Vandalism Cos ts

The US Weather and Ocean Buoy Network is not am-@gean network comparable with the

tropical moored buoy arrays or the global tsunameéwvorks. It is subject to different patterns
of vandalism because of its proximity to coastamowunities and recreational activities.

Nonetheless it does have a consolidated recordmdalism, which complements the records of
the open ocean networks.

[Ref 1] indicates an average cost to NOAA of $100,@er vandalism event, for a total cost of
$5.4m over a period of five years. The cost of rded incidents in 2008 is estimated at over
$2m for the eight mooring failures experienced @& alone, inclusive of the direct costs to
NOAA and the cost of ship and other asset suppothiese missions.

8 POSSIBLE RESPONSES TO VANDALISM

No “silver bullet” will by itself solve the vandalin problem. The issue must be tackled from
several angles. It may never be possible to estalthich approach had most effect, how many
potential vandalism events were avoided, or justv much was saved by any particular
intervention. All that is certain is that for eactajor vandalism event avoided, there will be a
saving of the order of $200,000 in direct costs andmproved investment return of a similar
amount, from greater data delivery for the same&vost cost. There will also be potential for
significantly higher societal benefits arising fronmproved forecasts, warnings and
environmental understanding. The strategies availablude:

e Duplication — use of redundancy in network design (additiosiaftions) or at the
platform level (duplicated sensors or sub-systedmsgpter for damage or loss

e Platform hardening and technical defences defensive hardening of platforms and
moorings, disturbance detection, countermeasurestporation of tracking beacons etc

* Avoidance — reducing exposure by physical location choiaas gbandonment), by
collapsing sensor fits, or by choice of alternaesing technologies or platforms

* Education and outreachto the fishing community — coastal community awass and
education, fisheries bodies and fishing commungghscation, signage on buoys

* Regulation and enforcement- legal frameworks and penalties, vessel licensiagsel
tracking, interception and enforcement.

9 Responses to Date and their Relative Success

9.1 Duplication

All operational observation networks strive foraldnce between service continuity and the cost
of redundancy. Technology redundancy is commoraomocean platform, to cater for the
inherent vulnerability of sensors or other criticalnponents operating in a harsh environment.
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Station-level redundancy, either through spatiaresampling, or even pairing of stations, is a
practical response when platforms are remote, witerently long restitution times.

Tsunami observation networks commonly exhibit soavel of observational redundancy. This

applies both within the open-ocean (tsunametenvoréss, and across the mix of open-ocean
and coastal sea level monitoring stations. Whilhsedundancy can be effective at sustaining
warning system performance during individual statioutages, it imposes a considerable
additional cost in network establishment (capitalty, in inventories of spares, and in

sustainment costs and vessel expenses.

The recent assessment of the effectiveness of Wsans preparedness [Ref 6] remarks on
“insufficient station redundancy in the DART networ.... with potentially adverse impact on
the capability of the Tsunami Warning Center toués<efficient warnings.” While that
assessment was prompted by the impact of statiabity, it would equally apply to the
impact of vandalism, were the network in the Indizaean.

9.2 Platform Hardening and Technical Defences
A range of technical (platform) defences againsidadism have been applied:

* NOAA and JAMSTEC have incorporated revised prodiasigns and different materials
and component selections to discourage vandalisno anitigate its effects. These
adaptations include replacing aluminium superstmaest with stainless steel; using
fasteners that require special tools for disassgnuising impact resistant hull materials;
changing whip antennas to disc antennas, jacketibgs etc.

 Canada has introduced longer and heavy gauge c¢hathe upper segment of its
NOMAD moorings to prevent cutting.

* Meteorological masts have been withdrawn from tret §eneration DART tsunameters
to reduce their attractiveness to vandalism, and peduct types (for example, the
PMEL'’s Easy-To-Deploy DART buoy) have a low profile the water, with smooth
external surfaces, and no convenient points feupi@r boarding.

* India has redesigned its tsunameter surface buibyputi solar cells.

» Surface buoys have been modified to deny convenienip. Experimental buoy types,
such as the NOAA-PMEL “Conehead” and the JAMSTE®r{IMask” radically reduce
the exposure to vessel tie up and sensor remdriglre 33]

Figure 33. Anti-vandal Designs: JAMSTEC “Iron Mask”, NOAA “Conehead” and ETD-DART
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Each of these initiatives has been beneficial, reditey the working life of platforms in regions
of high vandalism, and enabling the collection b$ervation data for longer continuous periods
than would otherwise have been possible. Theseficettbns, while beneficial, can result in
extra production cost, more difficult at-sea sdangg¢ loss of some surface data streams, and
potential disturbance to climate records arisimgnfishielded sensor mounting.

Despite successes, buoys fitted with such defensigasures are still subject to vandalism.
Easy-to-Deploy DART buoys have been lost to vasdalione of the early Conehead buoys off
Indonesia [Figure 13] suffered a severed mooringd @ome surface buoys have been
disassembled by vandals using special tools.

9.3 Avoidance

One remedy is to simply rely on alternative meahsatlecting the requiredneasurements in
hard-hit areas, e.g. from subsurface buoys, sHippmortunity, and/or satellites. Another is to
de-populate the suite of exposed surface sensoes matform to reduce its attractiveness or
vulnerability. Another is to avoid or abandon valgia “hot-spots”.

Sites that have experienced repeated vandalism baem dropped altogether from the
TAO/TRITON network the Indian Ocean tsunameter wekvand the PIRATA network to avoid
sites with a high incidence of vandalism or higkset traffic.

The suite of surface sensors has also been redaicexme sites to minimise exposure.
Experimental “anti-vandalism” buoy designs sucliresJAMSTEC “Iron Mask” buoy and the
NOAA “Conehead” buoy typically have a reduced detwoface sensors.

There has been a re-balancing of the TAO networkatds more sub-surface moorings,
reducing the number of exposed surface buoyssunami monitoring networks, an option may
be to re-balance the network mix of tsunameterscaadtal tide gauges.

Increasing access to remotely sensed data fronilitestds reducing the need for in-situ
observations for some applications. But the growoftldata buoys is testament to the need for
some measurements for which there is no feasibdenalkive, and for in-situ observations to
complement and to ground-truth the data availaiola fother sources, including from satellites.

The above avoidance measures reduce the incidewceoat of vandalism. But that may be at
the price of fewer observation parameters, gapsetwork coverage, compromise to optimum
network design, or service compromise. This isaletays a practical choice. [Ref 1] refers to
three valuable sites in the US weather and oceaareation network that are being sustained,
despite collectively suffering 24 vandalism-relatedoring failures.

9.4 Education and Outreach

Numerous local and international efforts have beade over more than twenty years to educate
and inform the fishing community about the negatbemsequences of data buoy losses for
research and for weather, climate, and ocean fstiagaand for tsunami warning.

Examples include:

« The TAO and TRITON Project Offices have been acfime many years. They have
issued leaflets in several languages to fishin@miggations and fishing boats, and have
produced educational materials for local dissenonabr promulgation via the internet,
[Ref 8] for example. The TAO Implementation Pangbart in 1997 notes continuing
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efforts to“work with national and international fishing ageies, to find solutions...”
and records brochures being sent to Latin Ameriisdning boats and agencies in Pacific
Rim countries, and attendance at a South Pacifimr@ission meeting to enlist the
assistance of island nations in the region.

« The DBCP has produced a leaflet on the value dirodata buoys, translated in multiple
languages, for circulation to fishermen and masngRef 11]. The leaflet provides
advice with respect to interference with data budtgscontent has been promulgated in
full or in part by a number of national agenciey, fiort authorities, and by the
International Hydrographic Organisation [Ref 12].

« The German-led GITEWS project was proactive in tadasommunity education in
Indonesia during the deployment of its tsunamegétwark, including the issue of shirts
with GITEWS tsunami buoy images, to promote thegognition.

e The Jakarta Tsunami Information Centre in Indonelsaés produced community
education materials including a poster on tsunamoyb [Ref 13]. The cartoon
representation of tsunameter vandalism actionsgar€ 34 is extracted from this.

* India has mounted public information campaignsdoastal communities, using public
television broadcasts in local languages acrossimber of coastal states supporting
fishing communities.

« The US has actively engaged with regional fishingnagement bodies, such as the
Western and Central Pacific Fisheries Commissiomform them of vandalism issues,
and to promote the adoption of codes of condudtwimauld protect marine observation
platforms. (Refer para 9.5.3

« Some ocean platforms carry signage in multiple daggs. This is in addition to
prominent graphical signage, such as the tsunammimg(wave) symbol.

Awas,
Jangan Jangan

Memancing N T
ekt ertabrak

Figure 34. Extract from Tsunami Buoy Poster Developed by JTIC, Indonesia

The above measures are on-going, but are believedve had only limited success. Thousands
of ships from many countries are involved in fighoperations, mainly for tuna, in the world’s
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tropical oceans. This diversity makes it very difft to reach them all. Despite India’s national
education campaign, for example, Indian tsunameteay be exposed to fishing vessels
originating from other countries, and operated t®ncspeaking different languages. Likewise,
fishing management and regulatory bodies in differ@untries and regions don’t exert the
same influence over vessel and crew behaviour. M&hing vessels operate informally,
beyond the realm of registered or controlled fighaperations.

Once reasonable exclusion zones around ocean rpiagtiare violated, the fisherman’s personal
and immediate financial motive to recover fishirgagby cutting a mooring will tend to prevail
over a more altruistic “public good”, with less gginle benefits.

9.5 Regulation and Enforcement

9.5.1 General

Regulation and enforcement, applied within the ifighindustry, or through national and
international law, remains a powerful option foranging behaviour. To date, it has been
relatively ineffective.

In most cases, it is difficult to detect a vandaligvent in sufficient time to intervene, to
unequivocally identify a violator, or to successfuintercept an offending vessel. Further,
international law that might pertain to acts of dalism currently provides no effective basis for
legal action for vandalised buoys in internationaters. National laws pertaining to waters
within a State’s EEZ offer potential for more specrecognition of data buoy vandalism, and
more consistent treatment between countries.

Brazil had provided an example of a Navy vessetasgfully intercepting a ship carrying a

stolen buoy. But there are other cases where atiisohave been unable or unwilling to

intervene and recover a stolen buoy at sea or oresbven when alerted to its location, through
its on-board GPS tracker.

9.5.2 International Law Applicable to Platform Vandalisnn the Open Ocean

The United Nations Convention on the Law of the et 14] provides for potential responses
to vandalism in the open ocean through Article ¢@izure of a Pirate Ship or Aircraf); and
Article 101 (Definition of Piracy”), Article 106 “Liability for Seizure” and Article 107'Ships
and aircraft which are entitled to seize on accooinpiracy”.

Article 103 states:

“On the high seas, or in any other place outside jilirisdiction of any State, every State
may seize a pirate ship or aircraft, or a ship arceaft taken by piracy and under the
control of pirates, and arrest the persons andeséie property on board. The courts of
the State which carried out the seizure may degjmn the penalties to be imposed, and
may also determine the action to be taken with mé¢ga the ships, aircraft or property,
subject to the rights of third parties acting inagbfaith.”

Article 101 defines piracy (among other thingsh&

“any illegal acts of violence or detentiomy any act of depredation, committed
for private ends by the crew or the passengers ifivaate ship or a private aircraft,
and directed: ......... against a ship, aircraft, persoor property in a place outside
the jurisdiction of any State”
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Such intervention (seizure on account of piracyesricted to action bYwarships or military
aircraft, or other ships or aircraft clearly markednd identifiable as being on government
service and authorized to that effectvith provisions relating to the seizure beingeeféd on
adequate grounds.

While Article 101 admits to “piracy” encompassifign act of depredation .... against
property”, these provisions are generally applied with respeacts against manned vessels.
They do not in their current form provide an effeetvehicle for response to vandalism against
data buoys, even in the most extreme case of démblesequipment theft.

9.5.3 Recent Developments in Global Action including Fisties Management

Regulations pertaining to the issue or retentiofisbfiing licenses or permits have the potential
to specifically inform the target group (an eduzatfunction), and to apply reporting or vessel
tracking arrangements, sanctions and economic feehdhat meaningfully change behaviour.
These might be applied, for example, through aonatly regulated fishing fleet or through a
collectively managed fishery in international watera fisheries commissions.

In parallel with the 10C’s efforts on vandalism, sl instigated this report, the UN General
Assembly in 2009 recognized the problem of dataytwamdalism in its annu&®ceans and the
Law of the Sea ResolutigiRef 15] andSustainable Fisheries ResolutijRef 16]. In the
former, the UN General Assembly expressed its aonatintentional or unintentional damage
to platforms used for ocean observation and masaentific research, such as moored buoys
and tsunameters, and urged States to take necessaoyn and to cooperate in relevant
organizations, including the I0C, the UN Food angriéulture Organization (FAO) and the
World Meteorological Organization (WMO) to addressh damage. In the latter, the General
Assembly called on Regional Fisheries Managemegazations, working in cooperation with
the I0OC, FAO, and WMO, to adopt, as appropriateasnees to protect data buoy systems
moored in areas beyond national jurisdiction fraricas that impair their operation.

In 2010, WMO, noting the 2009 UN General Assemlalyoms, urged its member states to help
promote understanding of the impacts which senjousidermine efforts to establish national
and regional ocean hazard warning systems and icatedwith relevant organizations to take
necessary action.

In December 2009, one Regional Fisheries Manager@eganization (RFMO) adopted a
binding measure to protect moored data buoys. Thest®vh and Central Pacific Fisheries
Commission adopted @onservation and Management Measure Prohibitindhifig on Data
Buoys[Ref 17]. In September 2010, the Inter-Americanpical Tuna Commission (IATTC), at
its eighty-first meeting adopted a similarly wordedn-bindingRecommendation Prohibiting
Fishing on Data BuoygRef 18].

The above measures offer a new regional manageprantice to minimize intentional or
unintentional damage to ocean data buoys. Theuresasequire participating members to:

» prohibit Member fishing vessels from fishing witheme nautical mile of or interacting
with a data buoy or its mooring line, including It limited to encircling the buoy with
fishing gear; tying up to or attaching the veseekny fishing gear, part or portion of the
vessel, to a data buoy or its mooring; or cuttirtaea buoy anchor line;

e prohibit Member fishing vessels from taking on lwbar data buoy unless specifically
authorized or requested to do so;
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e encourage all reasonable measures to avoid fishgey entanglement or directly
interacting in any way with those data buoys; and

* minimise damage to the data buoys that may becaortamged with fishing gear, with
encouragement to report such entanglements.

9.5.4 Regulatory Framework within Domestic Waters (Coalsketworks)

The regulatory and enforcement arrangements ajydida buoy vandalism within domestic
waters are country-specific, and subject to redipnasdictions. Legal statutes to protect assets
that are material to safety at sea, such as namigaeacons, are common. Such provisions
might be extended to the recognition of at leastes@lasses of data buoys in coastal waters.
[Ref 1] indicates that the US National Data Buoyitée is pursuing such an outcome.

10 RECOMMENDATIONS FOR FUTURE ACTION

No single strategy is capable of defeating or nmtgrreducing vandalism. To date, despite
efforts on many fronts, the physical hardening &tfprms and vandalism avoidance are
perceived to have been the most effective. This ame deny the potential effect of education
activities, but there is no clear evidence of réiduns arising from education or outreach.

There are limits to how much extra gain can be ghbdrom platform engineering, avoidance
and redundancy. A more systematic and cohesivemnespis required to change the behaviour
and decisions by fishing crew that lead to vandali§his requires multiple tiers of action.

Responses at one level might require complemerdatipns at another level to produce a
worthwhile result. For example, surface buoys cqdtentially incorporate technologies to self-
detect some classes of interference, provide arbetidential record of the offence, or embed
tracking beacons that are not easily defeatedttfise measures may be to no avalil if:

* network operators make no companion investmentsaliitime station monitoring;
» there is no follow-up interception or investigataetion by authorities;
* aregulatory framework is not in place to applyadges or sanctions; and

« there is no political will to conduct prosecutiarsequipment recoveries.

Finally, behaviour change in other potential viotat may not be realised if successful
interventions or prosecutions aren’t actively commated, both nationally and internationally.

The following recommendations are for actions whean be taken by platform designers,
network operators and designers, regulators ake stad international level, enforcement
agencies, fishing fleet operators, fisheries mamagé organisations, and bodies such as the
DBCP.

RECOMMENDATION 1:  Platform Hardening and other Den ial Mechanisms
A. That designers of ocean observing platforms ar@waged to incorporate the best
physical design, material selection and assemldgtime, drawing in particular on the
experience of NOAA (PMEL and NDBC) and JAMSTEC.

B. That the DBCP acts as a focal point for recordimg promulgating best practice in anti-
vandalism design, and for consolidating and comgatimg international developments
to counteract vandalism.
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C. That the DBCP take oversight of specific developtm@n investigative efforts proposed
or under consideration by various platform designand network operators. Such
developments might include platform hardening andess denial, fish scare, active
intrusion deterrents or alarms, disturbance detecéind evidence gathering, use of
symbolic or multi-lingual signage, and use of tiagkbeacons.

RECOMMENDATION 2: Network Operations and Design - A voidance
A. That long term, whole-of-life cost effectivenessdals be used to inform new network
design choices, or the evaluation of alternate miasien technologies. Such models
should incorporate prospective losses due to vamdalhis will ensure that appropriate
account is taken of the relative susceptibility,ve® impact and sustainment costs of

competing network topologies and technology choices

B. That a map projecting the global extent of operancéuna fishing operations be
developed, so that network planners can take iotount the regions of most intense
risk from intersection with such fishing activitfNote: NIOT has proposed to develop
such a map.)

RECOMMENDATION 3: Network Operations
A. That network operators work closely with platfornesgyners to ensure effective
monitoring of buoy watch circles and in-built didtence indicators, to ensure speedy
and effective use of such information.

B. That operators of major vandalism-affected netwdbks encouraged to develop an
understanding of applicable regulations, governmstatutes and fishing vessel
management operations within their region of irdereand to build effective
relationships and communications with relevant mseeauthorities or agencies.

RECOMMENDATION 4: Data Exchange and Network Optimis  ation - IOTWS
A. That in the heavily vandalised IOTWS “network ofioaal tsunameter networks” efforts
be accelerated to realise real-time continuousrnatenal data exchange from all
tsunameter platforms, to reduce the national agidmal warning service vulnerability to
individual station outages.

B. That a systematic analysis be made of the natiandl regional warning capabilities
underpinned by the IOTWS tsunameter network, aedsénsitivity of those capabilities
to station outages, including the network’s susbégy to vandalism. Such analysis
will identify opportunities for collective networdptimisation.

RECOMMENDATION 5: Recognition of Marine Platform V andalism in National Statutes and
Harmonisation of National Legislation with Respect to Vandalism

A. That States are encouraged to explicitly recogaizs of ocean platform vandalism in
statutes or regulations pertaining to State-coleiolvaters. This would ideally provide
protection for observing platforms commensuratéwhtat of high-value assets on land,
or other high-public-value marine infrastructurecls as navigation beacons. The acts of
vandalism that should be proscribed should at ieatide wilful damage and theft, and
damage arising from reckless activity in the vityiraf the platform.

B. That States are encouraged to harmonise natiogaldgon with respect to ocean
platform vandalism, and cooperate to address theeption, detection, reporting and
investigation of vandalism incidents, and the pcasen of legal or other responses to
those incidents.
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C. That mutual commitments to the care or protectioocean platforms be explored when
negotiating related multi-lateral or bilateral ceomtive agreements such as for
deployment or support of ocean platforms, technolognsfer or capacity building, or
provision of tsunami warning services from a Reglorsunami Watch Provider.

RECOMMENDATION 6: Code of Practice — Fisheries Man agement, or Regulatory Bodies
A. That other Regional Fisheries Management Organissitiespecially those concerned
with tuna fishing, consider and adopt measureslainid the exemplary conservation
measures adopted by the West Central Pacific Fesh€ommission [Ref 17] and the
Inter-American Tropical Tuna Fishing Commission R8].

B. That fishing fleet managers or licensors, whetbeal, national or international, actively
communicate to Member fishing vessels the high camty value of marine observing
platforms. Further, that they make practical commeitts to support the investigation of
vandalism acts. Such measures might include comditof license that require Member
vessels be fitted tracking beacons, and a committeeaxchange of information with
relevant authorities for the purposes of incidemestigation.

C. That States, when establishing fishing regulatartherities, fisheries management or
licensing bodies, assure that codes of practicén s those referred to above are
incorporated in the operating charter for such ésdi

RECOMMENDATION 7: Compilation of Consistent Vandal ism Records and Cost Analyses

A. That the I0C and WMO promote the systematic captum@ exchange of records of
ocean platform vandalism, to enable the consistggtegation and analysis of vandalism
incidence and costs across multiple networks. Tdwords to be maintained include
location of the station, the nature of observedssumed vandalism, the dates of service
or data interruption, and records of expenses reduin restoration of the damage,
including direct expenses, labour and vessel caststhe proportion of annual operating
budget consumed by vandalism response costs.

B. That the IOC and WMO assist in establishing repredgive end-to-end cost benefit
assessments for ocean platform investments, eth. ne@spect to the Global Tropical
Moored Buoy Array contribution to El Nino prediatipor to scenario-based examples of
the tsunameter contributions to IOTWS or PTWS taunaarning services. This would
help to present the full economic impact of varstalias a motive for action response.

RECOMMENDATION 8: International Law of the Sea
A. That the provisions of the UN Convention on the lagithe Sea be reviewed with intent
to classify ocean platform vandalism or theft itemational waters as an offence subject
to appropriate interventions and legal redress.Brbadening of the piracy provisions to
include acts of wilful damage or theft to oceartfplans might provide one such avenue.

RECOMMENDATION 9: International Education and Outr each

A. That the 10C or WMO directly engage inter-governtaénforums, such as the
ICG/IOTWS in the exchange of national practiceshwispect to fishing and coastal
community education and outreach. Such engagemeukdwoster a common interest
and may promote broad and consistent regional emgagt more effectively than the
initiatives taken alone by ocean platform operatansindividual governments. An
energetic cross-national campaign is also mordylike deliver tangible evidence of
success that a series of localised or fragmentega@gns.
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11 CONCLUSION

An analysis of global vandalism incidence and cquoseces has been made, based on an
assessment of records from the Global Tropical MdoBuoy Array and the tsunameter
networks in the Pacific and Indian Oceans, whickehaonsolidated medium-to-long term
vandalism records. These networks support overmi®@red buoy platforms. The experiences
of the US Weather and Ocean Buoy Network and td&inmeteorological and oceanographic
networks complement and reinforce the assessmeatie nn the focus networks. The
conclusions are:

* Vandalism, especially in ocean regions supportungatfishing, has had a dramatic
impact on network operating cost and data deliieoyn the early days of network
establishment, and the rate is perceived to beasang.

* The rate of vandalism is highest in the Indian @¢egith over half of the stations in
newly established IOTWS tsunameter network sufteehleast one vandalism event in
the last four years, resulting in over 18 platforears of data loss. Vandalism hot spots
occur in all tropical open-ocean networks, paridyl in areas associated with tuna
fishing operations. The eastern and western exiesnof the TAO/TRITON array are
examples. Sites have had to be abandoned in th&/®Tsunameter array, in the
TAO/TRITON array, in the South China Sea, and ia PIRATA array, because of
repeated vandalism. Of the focus networks, the kféected network is the US-operated
tsunameter network, centred on the Pacific Ocean.

* Network-level data losses due to vandalism of tfieioof 15% - 20% are not untypical
of the IOTWS network and the TAO tropical mooresp@rray. This represents a loss
of value from the network investment, adding to tilieect costs of equipment
restoration.

» Defensive strategies, such as the hardening oadcitbuoys, and avoidance strategies,
such as the abandonment of certain sites, the tiedua exposed surface sensors, and
deployment of more subsurface moorings, have sbddrthe most apparent impact on
vandalism rates and consequences. Despite mamy géattention to education and
outreach to coastal communities and fishing opesatbere is no clear evidence of its
effectiveness.

« The severing of moorings, either to free entangigliing gear, or as a consequence of
vessel tie-up, is a common occurrence. In somear&sait is responsible for a doubling
of mooring retrieval missions. Theft or wilful dage to exposed sensors remains
common, but all networks, and particularly the &mdOcean networks, have experienced
disturbing levels of large scale theft, includimg theft of whole surface buoys and the
removal of all buoy superstructure and electromigigads.

» The different accounting and recording practicesafntries or agencies presents some
difficulty in the aggregation of costs across netgoand regions, as do the different
circumstances of operating agencies with respeges$sel access, maintenance regimes,
labour rates, and equipment costs. However, foptimposes of putting some scale to
vandalism costs, order of magnitude per-event @stsis follows:

- Direct costs: $100,000

- Associated labour and vessel costs for restitut®h00,000
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- Data-loss costs: $100,00@he loss of investment benefit from stations #rat
compromised because of vandalism)

These accounting losses are only part of the emudtess tangible losses occur through
diversion of specialist staff effort, through tmepact of negative publicity, and through
the costs of defensive measures, including antdatism product developments and
compensating network redundancy. This excludes iderstion of the real and
potentially large costs of community service falsirarising from station outages.

« While technological responses still have a papléy, vandalism reduction strategies for
the future need to tackle the motivation and denignaking of fishing vessel crew. A
coordinated, multi-tiered approach is recommendedmbining regulatory and
enforcement changes at national and internatioeaél| greater harmonisation of
national legislation and practice with respect amdalism offences, and vessel codes of
conduct and duty-of care provisions, applied thiofigheries management organisations
or licensing bodies. Technical developments neeaissist through continued platform
hardening and deterrence mechanisms, and in tha@smo of aids to assist early
detection of station disturbance, or the identtf@aof offenders.

* The recent adoption of a well constructed protectiede of conduct by two Regional
Fisheries Management Organisations provides a vaiyable model for extension to
other RFMOs.
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ANNEX I:
DART
DBCP
EEZ

FAO
GCOS
GITEWS
GOOS
GPS
GTS
ICG/IOTWS

ICG/PTWS

IHO

IOC

IRD

ITP
JAMSTEC
JCOMM

JTIC
NDBC
NIOT
NOAA

Acronyms

Deep-ocean Assessment and Reporting ofdraufbuoy)
Data Buoy Co-operation Panel (WMO-IOC)
Exclusive Economic Zone

Food and Agriculture Organisation (UN)

Global Climate Observing System

German Indonesian Tsunami Early Warning &yst
Global Ocean Observing System

Global Positioning System

Global Telecommunication System (WMO)

Intergovernmental Coordination Group tlee Indian Ocean Tsunami Warning
and Mitigation System (IOC)

Intergovernmental Coordination Grouptfa Pacific Ocean Tsunami Warning
and Mitigation System (IOC)

International Hydrographic Organization
Intergovernmental Oceanographic CommissiotJ@ESCO)
Institut de Recherche pour le Developpemerdr{€e)
International Tsunameter Partnership

Japan Agency for Marine-Earth Science Bexchnology

Joint WMO-IOC Technical Commission for Ocegraphy and Marine
Meteorology

Jakarta Tsunami Information Centre

NOAA National Data Buoy Center (USA)

National Institute of Ocean Technology (India
National Oceanic and Atmospheric Administoati USA)

OceanSITES OCEAN Sustained Interdisciplinary Tienes Environment observation System

PIRATA
PMEL
RAMA
RFMO
TAO

TIP
TOWS-WG

TRITON
UNESCO
WCPFC
WMO

Pilot Research Moored Array in the Tropiédlantic

NOAA Pacific Marine Environmental LaboratdtySA)

Research moored Array for African-Asian-Awdtan Monsoon Analysis
Regional Fisheries Management Organisation

Tropical Atmosphere Ocean Array

Tropical Moored Buoys Implementation Panel

Working Group on Tsunamis and Other Hazaethted to Sea Level Warning
and Mitigation Systems

Triangle Trans-Ocean buoy network

United Nations Educational, Scientific &wtural Organization
Western and Central Pacific Fisheries Comariss

World Meteorological Organization (UN)
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